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Relative Merits of the UID Project 

 

In February 2011, India will start issuing its residents biometric-based numbers (UID) to establish 
identity. For this purpose, the Central Government has constituted the Unique Identification Authority 
of India (UIDAI) under the Planning Commission. UID will enable pervasive state surveillance and 
allow the state to selectively (covertly) pinpoint individuals/groups for discriminatory treatment thus 
completely altering the power equation between the state and citizen. Therefore it is imperative to 
examine the relative merits of the project based on its ability to deliver stated benefits vis-à-vis 
potential negative outgrowths and associated costs.  

The UID number is marketed as a fundamental enabler for efficient delivery of government services 
and inclusive development. As per the Authority, benefits of the UID number include elimination of 
leakages in welfare programs like PDS and NREGA, and facilitation of targeted education and health 
interventions for underprivileged children. On the downside, UID numbers will facilitate mass 
surveillance by the state and commercial exploitation by private organizations.  

 

UID and welfare schemes 

Social security schemes in India are based on targeted beneficiaries as opposed to universal access 
(except NREGA, which is self-targeting). The problem in targeted welfare schemes is of eligibility 
and not identity, especially in rural areas where population size is small and also largely static. The 
varying number of BPL families in the country is due to changing eligibility criteria such as income, 
calories, and other wellness indicators and not the inability to identify the individual/family. Moreover, 
the largest leakages in welfare schemes are due to organized intermediary defalcation not fake 
beneficiaries at delivery points. At best, the UID number can address the latter less significant 
problem.  

However, UID numbers will not even address the problem of fake beneficiaries since the number will 
not collect or maintain any eligibility information (e.g., income) or even status (e.g., BPL, APL). The 
number will only store name, DoB, gender, parentʼs name, address (permanent and current), 
photograph and biometric info (ten fingerprints, facial characteristics and iris scan) and will verify 
only identity of individual; defining and tracking beneficiaries, governance of service delivery will all 
need to be managed at the individual state government, program or scheme level and entail 
additional expenditure. Moreover even though multiple schemes (e.g., PDS, Indira Avas Yojana, 
RSBY) are based on BPL classification, each will need to establish eligibility independently thus 
leaving abundant opportunity for error and intentional harassment of beneficiary.  

The biggest social security programs of the country are NREGA and PDS. UID will alleviate only a 
small subset of leakages in both while leaving systemic issues unaddressed. In NREGA, there are 
two avenues for misappropriation: labour (fake names, over/understated days worked) and material 
(overstated amounts, fake bills). In a recent social audit conducted in Bhilwara, the latter accounted 
for 78%  of uncovered corruption, yet UID will not address this. Moreover, UID will address the 
former only if the worker physically clocked in/out using automated biometric readers, and if money 
could be taken out of bank accounts only after positive biometric proof. The simplest fingerprint 
readers cost $50 (Rs. 2000) and itʼs financially unviable to put one in each worksite of the 600,000 
villages in India. Likewise in PDS, eliminating defalcation using UID will require automated positive 
biometric proof before grain disbursement to stop the FPO from making fake entries and diverting 
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the grain to the market. Systemic problems such as unviablity of Fair Price Shops that create 
incentives for corruption will still be left unaddressed.  

In general, UID implementation for welfare schemes suffers from three serious drawbacks. First, it 
does nothing to strengthen local institutions, which is imperative for effective grievance redressal for 
the marginalized.  Second, even the modest improvements expected from UID deployment are 
contingent on 100% uptime and accuracy assumptions of biometric readers (susceptible to damage 
and sabotage) and online network. Third, since the UID number is envisioned as a tool to monitor 
implementation of government programs, these schemes will likely mandate UID enrollment before 
providing services thus wrongly shifting the onus of enrollment on the beneficiary. Last, in its final 
avatar, UID represents a social security policy shift without debate or widespread consensus – that 
of individual cash transfers instead of collective work/food entitlements, essential for raising political 
consciousness.  
 

UID and mass surveillance 

Various initiatives within the government are converging to form a classic surveillance society. 
However, the UIDAI has repeatedly downplayed the use of UID numbers for surveillance and 
security functions by consistently omitting this topic in official communication through their website 
and press releases. The project has been in discussion since the Vajpayee government (2002) 
however renewed impetus for UID came after the November 2008 Mumbai terror attacks. In January 
2009, the Center issued notice to maritime states and two UTs to issue identity cards to all coastal 
residents. In an interview in the aftermath of the terror attacks, Chidambaram announced 
Governmentʼs decision to set up the UID authority. The UIDAI was established in February 2009, 
within three months of the attacks. By the Authorityʼs own admission, “The UIDAI is only in the 
identity business. The responsibility of tracking beneficiaries and the governance of service delivery 
will continue to remain with the respective agencies”. Presumably “security” is not just a peripheral 
but the primary purpose of the project. 

In December 2008, the Indian Parliament substantially amended the Information Technology Act 
2000 to give the government power to tap all communications without a court order or a warrant. 
Section 69 of ITA 2008 states “[…] necessary or expedient to do in the interest of the sovereignty or 
integrity of India, defense of India, security of the State, friendly relations with foreign States or 
public order or for preventing incitement to the commission of any cognizable offence relating to 
above or for investigation of any offence, it may […] direct any agency of the appropriate 
Government to intercept, monitor or decrypt or cause to be intercepted or monitored or decrypted 
any information transmitted received or stored through any computer resource.”  
 
Against this backdrop, India is setting up a national intelligence grid (NATGRID) under Raghu 
Raman to interlink 21 categories of databases (railway and air travel, Income Tax, phone calls, bank 
account details, credit card transactions, visa and immigration records, property records, driving 
licence) for real-time monitoring of all residents in the country. NATGRID is expected to be fully 
operation by May 2011 and will likely use UID numbers for these inter-database linkages.   
 
Simultaneously work has begun on the National Population Register (NPR) which will collect 
information such as name, sex, date of birth, current marital status, name of father, mother and 
spouse, educational level attained, nationality, occupation, activity pursued, present and permanent 
addresses along with individual biometrics. Chidamabaran has cautioned that due care needs to be 
taken to ensure that “illegal” residents in border districts (Bangladesh, Nepal) donʼt worm their way 
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into the NPR giving the census an ominous policing quality. The NPR will depend on UID for de-
duplication. 
 

While terror is a high-profile and charged topic in the country, mass surveillance cannot be justified 
in the name of improved security. There are other alternatives to track organized terror outfits without 
undertaking blanket real-time citizen monitoring. Moreover this surveillance is not just limited to 
identifying alleged terrorists but any activity that can be twisted into “defense/sovereignty of India” or 
cognizable offence. The potential for misuse against any inconvenient activist (e.g., purported 
Maoists) is tremendous. UID is a flexible tool and the Authorityʼs neutral attitude towards its end-use 
leaves abundant room for abuse by both the state and private organizations (noted below).  

State misuse and commercial exploitation of UID 

1. Enrollment is currently discretionary, likely ʻcause of the impossibility of universal enrollment of a 
billion plus. However, given that many coastal residents have already been issued ID cards, 
there could conceivably be a push for universal enrollment in border, coastal and/or “red” states 
creating a situation where non-enrollment could potentially be treated as criminal. This creates 
enormous potential for harassment of undocumented individuals, esp. poor migrants. 

2. UID enrollment gives the state the ability to identify specific individuals/communities/geographical 
residents and is susceptible to misuse in insurgent areas, against activists, inconvenient political 
groups etc. Moreover, state agencies can use UID numbers to withdraw essential services in an 
area to coerce relocation or discourage inward migration. 

3. The Authority aims to make the UID number the preferred mode of identification for both users 
and public/private organizations to drive revenue through its identity authentication service. An 
incontrovertible unique number for one individual across all of his/her life transactions will enable 
data consolidation leading to specific consumer targeting. In fact, data convergence is part of the 
design. Newly licensed CIC (credit information companies) will use UID numbers as basis for 
collecting resident/citizen transaction history from banks, NBFCs, telecoms and insurance 
companies. This will inevitably lead to predatory marketing seen in the United States on the 
basis of social security numbers and on the other side facilitate financial exclusion not inclusion 
for the poor.  

 

Project cost and viability 

Costs: Various newspaper reports peg UIDAI cost between Rs. 15K-30K crore; estimated 
enrollment costs alone are over Rs. 3000 crore and there will be substantial ongoing maintenance 
costs (hardware and software). Moreover this cost will only cover the identification component of the 
project. Each department/organization will need to substantially rework their administrative 
processes to incorporate UID thereby incurring additional costs.  
 
The Authority itself neither confirms nor denies this estimate, saying only “the complete budget of the 
UID project is in the process of being formulated and will be made public when the exercise has 
been completed”.  Given that the first set of numbers are expected in less than six months (August 
2010-February 2011), the lack of a budget estimate means that the government has put no 
expenditure caps on the project.  
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Implementation risks:  The UID project will require enormous technical capability and reliance on 
thousands of disparate intermediaries (“registrars”) for accurate and honest enrollment of each 
resident. In India, all large databases are riddled with errors; some voter lists alone are incomplete 
and erroneous by as much as 40 percent. Furthermore, the benefits of UID implementation are 
contingent on near universal enrollment, which is jeopardized by two risks. First, enrollment of 
individuals without documentary proof of identity rests on the “introducer” system, similar to opening 
an account at a bank. This strategy is both irrelevant and inadequate for migrant workers (especially 
those in the unorganized sector) and legions will remain unenrolled. Second, in the absence of 
universal coverage (target enrollment at 600 million people or ~50% of population four years from 
launch), there will need to be alternatives to the UID to obtain service, verify identity etc. Since, 
enrollment in UID will not be mandatory, but “demand driven” to “access the benefits and services 
associated with it”, the benefit (one number to prove identity for life) will need UID to be accepted as 
preferred proof of identity by all significant private and public organizations. Given that UID 
verification will be chargeable (up to Rs. 10 per verification), private organizations may prefer 
alternative proof of identity thus further reducing incentive for voluntary enrollment. 

Last but not least, biometric based systems are not fail-safe and require appropriate training and 
careful monitoring for effective use. In general biometric systems perform the operations of data 
collection, transmission, signal processing, decision-making and data storage. Certain performance 
measures, described below have been defined for biometric systems. These are described below:  
 

1. False Accept Rate (FAR): The fraction of impostor scores exceeding the threshold factor (n). 
Also called Type-I error.  

2. False Reject Rate (FRR): The fraction of genuine matches following below the threshold 
factor (n). Also called Type-II error.  

3. Failure to Acquire (FTA): Denotes the proportion of times a biometric device fails to capture a 
sample.  

4. Failure to Enrol (FTE): Denotes the proportion of users that cannot be successfully enrolled 
in the system.  

It is to be noted that a biometric system rarely encounters a perfect match. This is due to imperfect 
sensing conditions, alterations in the userʼs biometric characteristics, changes in ambient conditions, 
and variations in the userʼs interaction with the sensor. In fact, a perfect match between two feature 
sets is cause for concern as it is indicative of an attack against the system (Jain et al 2008: 8-10). 
Since there is almost never a perfect match but only a probabilistic quantification of the match 
(perfect match implying a 100% match between the template recorded during data collection and the 
sample submitted for the match), the threshold factor in the FAR and FRR above plays an important 
role,  if it is reduced there are more chances of a match, in fact there may well be multiple matches 
for certain cases. This is the reason why a reduction in the FAR generally implies an increase in the 
FRR so the two cannot be reduced simultaneously. It would appear then that there needs to be a 
policy to be followed at every stage of the process from capture to decision-making (Ravi Shuka, 
EPW Jan 9, 2010).  
 

Official UIDAI position 
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While the UID project poses a serious threat to citizen civil liberties, the UIDAI has taken a hands-off 
approach towards both welfare service delivery and potential misuse/negative outcomes. Official 
communication from the Authority states:  

As regards delivery of services, this is the responsibility of the service provider, if there is unjust 
denial or withdrawal of service that is a matter to be resolved with the service provider. 

The UID system has some basic features that will safeguard individuals and will be reflected in the 
legislative and regulatory framework: 

•  information on the UID database about the individual is limited and the sole purpose is to 
establish identity of the UID holder, 

• authentication services of the UIDAI will respond with a yes or no in relation to queries about 
a UID holder, 

•  UID database will not hold information on religion, caste, community, etc. 
• UID database will not be able to confirm anything else about the person other than  there will 

be no data flow out of the UID database, except under due process of law (e.g. court order). 
•  UID database will not contain any transaction data. 

 
However, this point is moot given that the UID database will merge with the Census and NPR 
database thus essentially creating a super database of all information. The Authority is aware of this 
and private operator convergence and notes, “Convergence of existing databases will need to be 
addressed and governed under a larger data protection regime applicable to the whole country and 
therefore this is a matter beyond the mandate of the UIDAI”. 
 

Conclusion 

UID projectʼs basic premise of fundamentally improving delivery of welfare services does not 
withstand scrutiny. Project deployment will come at a prohibitively high cost and only address a 
small subset of leakages in marked contrast to other more effective governance mechanisms 
inexplicably snubbed by the government. At the same UID deployment will enable a mass 
surveillance police state leading to both invasion of individual privacy and curtailment of civil 
liberties. There is immediate need for transparency about the objectives of the project and a 
vigorous public debate on its need and relevance.  

 


